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TeloX SafeMDM is a comprehensive device management solution that empowers enterprise mobility. 

It strengthens employee productivity while ensuring enterprise security. It can manage smartphones, 

tablets, handheld terminals, and other devices running IOS, Android.

Quick Enrollment

Quick enrollment employee 
BYOD(bring-your-own-device) and 
company devices and management 
in bulk

User Friendly

Easy to use enterprise management 
console with a friendly user interface.

Device Compliance

Deliver configuration files, deploy 
management policies, and manage Wi-
Fi, VPN, and other configurations

Real-time remote troubleshoot

Remote control,monitor and troubleshoot 
devices.

SafeMDM Overview
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Backend Management 

Register Configuration

Safety

MonitorStatistics

Unbind

• QR Code Register

• Android DO(Device Owner)

• Batch Register

• Policy definition

• Policy deployment

• Parameter distribution

• Configuration takes effect

• Function remote control

• Application and URL white list

• Status information report

• Violation alarm and handling

• Data isolation

• Security reinforcement

• Hardware disable

• Authentication signature

• Unbind device user

• Wipe device data

• User information logout

• Factory reset

• Task information statistics

• Device information statistics

• Application information statistics

• Employee behavior statistics
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TeloX MDM Main Functions

D e v i c e  
M a n a g e m e n t

A p p
M a n a g e m e n t

C o n f i g u r a t i o n  
M a n a g e m e n t

S e c u r i t y  
M a n a g e m e n t

O T A  U p g r a d e

K i o s k  M o d e
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Device Management 

6

Locate device and theft-protection

Position

Fetch log from device

Log Capture

Remote transfer file to device

File Transfer 

Basic Information
Version, Model,IMEI, SN, MAC, Battery 

usage, Memory usage, Upload/Download 
speed…

6

Screen Shot
Remote screen shot to know the 
device status.

Factory Reset
Remote reset device to initial status.

Remote Control
Remote Control your terminal interface 
for troubleshooting easily

Remote change device password

Change Password
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App Management 

Device will prohibit any installation of the 
APP in the blacklist.

B l a c k l i s t / W h i t e l i s t

Upload and manage private App store

C u s t o m i z e d  A p p  S t o r e

User can install and uninstall application 

silently

S i l e n t  I n s t a l l a t i o n

Manage different APP version

Ve r s i o n  M a n a g e m e n t
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Kiosk Management-Single/Multiple App Mode

Lock the device operations to a single/multiple app. 

When enabling Single/Multiple App Mode, the device’ s 
operation will be locked to a specific app.

Single/Multiple App Mode is designed to help restrict device 
usage and increase productivity, which is perfect for businesses 
that want to ensure that their employees stay focused on work-
related tasks and prevent distractions. 

Prevent users from accessing hardware keys

Block Phone Settings

Transform the device into a business-only device 
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Configuration Management
Remote set your device configuration 

Remove Data

Browser Configuration

URL Black/White List

Disable/enable camera,Bluetooth,location and etc

Function Configuration

Network Configuration

WIFI,APN,Hotspot Settings

Remote remove device data
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OTA Upgrade

Strategy 
configuration

FOTA Cloud ServerDelta Package Tool Device Firmware&APP

Create delta 
package

Reboot

OTA Upgrade Complete
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Security Management 

Security 
Managem

ent 
System 

Secure Org.
Secure 

Operation
Secure 

Monitoring
Enterprise

Safety

Apps
Safety

Environment 
Safety

Secure Access
User

Authorization
App 

Authentication

Log Monitoring ……

Secure Data

Data Backup
Remote
Remove

Remote Reset ……

Secure Dev.

Tool Safety
Permission 
Protection

Real-time
Monitoring

……

Backend Security

On-cloud Hot Standby

Backup ……

Cyber Security
Intrusion 

Prevention
VPN

Firewall ……

Host Security

Early Warning
Host

Permission

Lock Mode ……



www.telox.comCopyright © 2023 Telo Communications(Shenzhen) Co.,Ltd All Rights Reserved
Copyright © 2024 Telo Communications(Shenzhen) Co.,Ltd All Rights Reserved

Business Structure

RDS OSS

Activate 

Statistics

Apps

Statistics

Online 

Statistics

Permission

Combined 

Policy

Command Policy

Device Info

Make

Model

... ...

Version

CPU usage

... ...

Clear cache

Disable BT

... ...

Attributes Status Action

Model 

Management

Version

Management

Differential 

Upgrade

Shared 

Screen

Remote 

Debugging

Calling

Remote 

Flashing

Restart

Network

Kiosk Website

Security Apps

... ...

Security Logistic Retail Restaurant
Financial 

Services

Service 

Level
Enterprise 

Management

Device Management OTA Analytics
Remote 

Control

Core 

function

Basic 

Info Admin

User Role

Menu

Busines

s 

Permiss

ion

Geo-fence 

alert

Lock
screen

Screens
hoot Uninstall

Install
Message 

push

IaaS ECS SLB

Time-fence 

alert

Log exception 

alert

Education
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Why Choose TeloX SafeMDM ? 

Reduce Cost & Improve Productivity

90%
Save

80%
Increase

60%
Save

Save up to

90%
Project Deployment Time

Reduce Training Cost

Less ROM customization

Increase up to

80%
Increase management 

efficiency

Better user experience

Save up to

60%
Reduce remote support cost

Reduce maintenance cost

Minimize device error 

happening
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Good Quality | Good Service | Good Products


